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SPIRIT Advocacy GDPR Compliance Policy 

On 25 May 2018 the General Data Protection Regulations (GDPR) took effect. GDPR is 

a set of rules about how companies should process the personal data of data subjects; 

for SPIRIT Advocacy’s purposes referred to as our members. The GDPR policy lays out 

the responsibilities for SPIRIT Advocacy (the company) to ensure the privacy and 

protection of personal data and to understand the key GDPR requirements. 

 

1) Lawful, fair and transparent processing 
The company will process personal data of our members in a lawful, fair and 
transparent manner.  
 
 Lawful means all processing will be based on a legitimate purpose. 
 Fair means the company will take responsibility and will not process data for any 

purpose other than the legitimate purposes. 
 Transparent means that the company will inform our members about the processing 

activities on their personal data. 
 

2) Limitation of purpose, data and storage 
The company will limit the processing of personal data and only collect data which is 
necessary, and not keep personal data once the processing purpose is completed. The 
company will: 

 
 forbid processing of personal data outside the legitimate purpose for which the 

personal data was collected 
 mandate that no personal data, other than what is necessary, be requested 
 ask that personal data should be deleted once the legitimate purpose for which it was 

collected is fulfilled 
 

3) Data subject (our members) rights 

Members have assigned the right to ask the company what information it has about 
them, and what the company does with this information. In addition, a member has the 
right to ask for correction, object to processing, lodge a complaint, or even ask for the 
deletion of his or her personal data. 

 

4) Consent 

As and when the company has the intent to process personal data beyond the 
legitimate purpose for which that data was collected, a clear and explicit consent must 
be asked from the member. Once collected, this consent must be documented, and the 
member is allowed to withdraw his consent at any moment.  Also, for the processing of 
children’s data, GDPR requires explicit consent of the parents (or guardian) if the child’s 
age is under 16. 
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5) Personal data breaches 
The company will maintain a Personal Data Breach Register and, based on severity, the 
regulator and data subject should be informed within 72 hours of identifying the breach. 

 
6) Privacy by Design 
The company will incorporate organisational and technical mechanisms to protect 
personal data in the design of new systems and processes; that is, privacy and 
protection aspects should be ensured by default. 
 

7) Data Protection Impact Assessment 

To estimate the impact of changes or new actions, a Data Protection Impact 
Assessment should be conducted when initiating a new project, change, or product. The 
Data Protection Impact Assessment is a procedure that needs to be carried out when a 
significant change is introduced in the processing of personal data. This change could 
be a new process, or a change to an existing process that alters the way personal data 
is being processed. 

 
8) Data transfers 
The controller of personal data has the accountability to ensure that personal data is 
protected and GDPR requirements respected, even if processing is being done by a 
third party. This means controllers have the obligation to ensure the protection and 
privacy of personal data when that data is being transferred outside the company, to a 
third party and / or other entity within the same company. 
 

9) Data Protection Officer 

When there is significant processing of personal data in an organisation, the 
organisation should assign a Data Protection Officer. When assigned, the Data 
Protection Officer would have the responsibility of advising the company about 
compliance with EU GDPR requirements. (For SPIRIT Advocacy’s purposes the 
responsibility lies with the Administrator and IT & Communications Worker) 

 
10) Awareness and training 
The company will create awareness among employees about key GDPR requirements, 
and will ensure that employees remain aware of their responsibilities with regard to the 
protection of personal data and identification of personal data breaches as soon as 
possible. 
 
Conclusion 
There are a significant number of requirements that relate to EU GDPR and the 
company has undertaken the following measures to ensure the company is GDPR 
compliant. 
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GDPR Compliance Summary  

 Locks on all drawers and cabinets 

 Secure key safe 

 All files and personal data locked away 

 Legitimate Interests Assessment completed for maintaining postal 

communications 

 Privacy Notice published online and shared with membership 

 GDPR Consent Form issued and available online at any time 

 Database record of returned consents 

 Staff advised on checks to make before issuing a generic email communication 

 Procedures drawn-up for adding or removing a member to the email consents 

 Regular notice regarding GDPR compliance in HUG Bulletin to ensure 

membership are kept informed with relevant links to online documents and 

contact details provided for those who do not have online access 

 Data Protection Policy updated and published online 

 Staff issued with procedure for secure storing of electronic data 

 Membership packs updated to include GDPR consent forms 

 Membership procedure updated to include GDPR rules regarding retention of 

information from first contact to becoming a signed-up HUG member  
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GDPR – Appendix A 

Covid-19 and the GDPR 

All staff are working from home and adhering to current guidelines for GDPR during 
Covid 19 – this is an update to our current GDPR Policy and is taken from Information 
Law Solutions webinar by Daradjeet Jagpal on 24 June 2020 

 

Overview 

1. Home working and data security 

2. Community groups 

3. Information Commissioner’s Office (ICO) regulatory approach 

 

Home Working and Data Security 

Home working 

• Laptops and mobile devices (organisation-issued / staff’s own) 

• Remote access to document management systems / files 

• Video conferencing – daily / weekly “meetings” 

• Instant messaging 

• Collaborative working tools 

 

GDPR data security requirements 

• GDPR DPP 6 

– Must put in place appropriate technical and organisational data security measures to 
safeguard personal data 

– “appropriate” having regard to 

• state of art 

• costs 

• nature and purposes of processing 

• risks for data subjects 
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Effective risk management 

• Use “two factor authentication” to secure access to document management systems 

• Do not use personal e-mail accounts / personal cloud storage accounts / personal 
apps for business purposes 

• Prohibit unauthorised apps being installed on organisation-issued devices 

– only use authorised apps, ad hoc use of apps should be discouraged 

• Use online collaboration tools for business purposes only, not personal use 

• Secure home Wi-Fi routers using strong passwords and do not use default password 

• Do not use free public Wi-Fi, use mobile “tethering” instead 

• Be aware of what and who can be seen from camera when video conferencing 

• Confidentiality of personal data at home 

• Turn off and store devices safely at end of working day 

• Separate organisation personal data from personal files when using own devices 

• Protect devices using Internet security software and firewalls 

• Cybercrime and “phishing” e-mails about Covid-19 

• Make staff aware of how to report security incidents, breaches, lost or stolen devices 
during lockdown? 

• Post lockdown “personal data clean up” of personal devices 

 

Community Groups 

• Local / neighbourhood-based community groups (CG) to support vulnerable,  

self-isolating and shielding individuals 

• Requirement to handle special category personal data about health and share it with 
others 

• GDPR applies to CG activities 
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Data protection principles (DPPs) 

1. Process personal data lawfully, fairly and transparently 

2. Collect personal data for specified, explicit and legitimate purposes, not process for 
incompatible purposes 

3. Collect and process only adequate and relevant personal data and limit to what is 
necessary for purposes 

4. Ensure all personal data held is accurate and kept up-to-date, and inaccurate 
personal data is erased or rectified without delay 

5. Not keep personal data in a form which permits identification of data subjects for 
longer than necessary for purposes 

6. Process personal data in a secure manner using appropriate technical and 
organisational measures 

 

Lawful processing 

Personal data 

• Consent 

• Vital interests 

• Legitimate interests 

Special category personal data 

• Explicit consent 

• Vital interests 

 

Accountability 

• Keep records of 

– consent (if applicable) 

– important decisions re: collecting and disclosing personal data 

– any incidents / breaches and CG response 

• Data protection impact assessments? 
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ICO’s regulatory approach 

• Explicitly recognises frontline financial and human resource pressures 

faced by health organisations and charities 

• Pragmatic and empathetic regulator and will focus efforts on greatest 

threats likely to cause public harm 

• Will take a proportionate approach to breach reporting requirements 

• May give organisations longer than normal to rectify breaches where 

difficulties re: Covid-19 impact on ability to put things right 

• There will be fewer investigations and it will consider impact of Covid-19 

on organisation – longer periods to respond 

• Before issuing fines, ICO will consider economic impact and affordability 

– reduced fines possible 

• Understands reduction in resources will impact on ability to prioritise and 

respond to subject access requests 

• Will encourage individuals to bear with organisations when exercising 

rights and be ready to experience understandable delays 
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